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1. Y70 TaKoe MHUMAEHT MHbOpPMaLMOHHOM 6e3onacHOCTU?

2. Kako#t atan HE BxoauT B npouecc ynpasaeHna nHumMaeHtamm UB6?

3. Y710 TaKkoe SIEM-cuctema?

4. KaKkoW MHCTPYMEHT UCMOb3YETCA A/1A OTCNEXKUBAHUA U YyNPaBAEHUA NHUMAeHTamn UB?

5. YTo BKNtOYaeT B cebA nnaH pearnpoBaHus Ha MHUMAEHTbI (IRP)?

6. YTo TaKoe HenpepbiBHOCTb 6U3Heca (BC)?

7. Y7o Takoe aHanun3 BANAHUA Ha BusHec (BI)?

8. Yto Takoe Recovery Time Objective (RTO)?

9. Yto Takoe Recovery Point Objective (RPO)?

10. Y70 Takoe nnaH obecneyeHns HenpepbiBHOCTU BUsHeca (BCP)?

11. Y1o Takoe nnaH BoccTaHoBAeHUA nocne cboes (DRP)?

12. Kako# TMn pe3epBHOro KOMMPOBAHMA KOMMPYET TOJIbKO Te AaHHbIE, KOTOPbIE U3MEHWUIUCb C MOMEHTa Noc/iegHero

NOJIHOTO NN MHKPEMEHTHOTO KOI'IMpOBaHM‘r'l?

13. Kakoti Tun pe3epBHOro KoNMpoBsaHMA KONMPYET BCe AaHHble, KOTOPble NU3SMEHU/TUCb C MOMEHTA NocieaHero noaHoro

pe3epBHOro KONMPOBaHUA?

14. Y710 TaKOE 0TKAa30yCTOMYMBOCTb CUCTEMbI?

15. Y1o npeanonaraeT TectuposaHue naaHos BCP u DRP?

16. Kakoli 13 cnegyowwmx sapmaHTos HE asnsaetca npumepom nHunaeHTta UB?

17. B KaKol ¢pase ynpasaeHUA MHUMAEHTOM NPOUCXOANT UAEHTUOMUKALMA UCTOYHMKA aTaKn?

18. Kakoli 13 cneayrolumx anemeHTos HE ABnseTcs YacTbio Incident Response Plan (IRP)?

19. Yto Takoe Tabletop exercises B KOHTEKCTe TecTupoBaHuA naaHos BCP n DRP?
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20. Kakasa mogenb 061auHbIX BbIYMCAEHMI NpegnonaraeT Hauboblyo OTBETCTBEHHOCTb K/IMEHTA 3a obecneyeHne

6e3onacHocTK?

21. YT1o u3 nepeumncneHHoro HE asnaetca puckom ana Ub B obnayHol cpeae?

22. KaKoi cTaH4apT peryanpyeT 3aluTy NepcoHanbHbIX AaHHbIX rpaxaaH EC B o6nayHoi cpege?

23. Kakoit meToz nomoraeT 3awwmTuTb loT-yCcTpOoIMCTBA OT BHELLHUX aTaK, U30/IMPYs UX OT OCHOBHOW ceTn?

24. Y7o Takoe Big Data?

25. Kak MoXHO ncnonb3osaTb Big Data B8 UB?

26. Kakoit meToZ MCNoNb3yeTca A8 COKPbITUA KOHPUAEHUMANbHOW MHPOPMaLUK B 60/1bIMX Habopax AaHHbIX?

27. KaKyto yrposy npeacrtaBnneTt coboi “oTpaBneHune gaHHbIX” B KOHTeKcTe Al?

28. Yto noapasymeBaet coboli KoHuenuua Zero Trust Architecture?

29. Yto Takoe SOAR (Security Orchestration, Automation and Response)?

30. Y1o Takoe Threat Intelligence?

31. Yto Takoe DevSecOps?

32. Y10 HeOHXO4MMO YUMTbIBATL NPU OLEHKEe puckoB UB npu nepexoae Ha 061a4Hble TEXHONOTMK?

33. Yto cneayeT npeanpuHAaTL ana 3awmuTbl loT-MHpacTpyKTYpbI?

34. Y7o ABAAETCA KOUYEBbIM MPENMYLLECTBOM MCMNOJ/Ib30BAHMUA UCKYCCTBEHHOTO MHTE/IIEKTA B CUCTEMAX OOHAPYKEHUS

BTOPXKEHWNI?
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