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1. EcTb opraH13aums, B 0653aHHOCT KOTOPOW BXOAMT XpaHeHWe 60bLIOTo 3/1eKTPOHHOIO apX1MBa AOKYMEHTOB,
coaepKalmx MHGOPMALMIO OrpaHMYEHHOro PAacnpPOCTPaHeHnsA. ApXMB XPaHMTCA Ha cepBepe B MOMELLEHWUN, JOCTYN B
KOTOPOE }KEeCTKO pernameHTUpPoBaH. B opraHMsaummn MmeeTca I0KaibHan CeTb U3 HECKOJIbKUX AECATKOB
aBTOMAaTU3MPOBAHHbIX pabounx mecT (APM), Nonb30BaTENN KOTOPbIX MO JIOKa/bHOM CeTU 06paLLAloTCA K COAeprKaLLeMycs Ha
cepBepe apxmBy AA NOSYYEHUs BbIMUCOK. Mcnonb3yeTca naeHTMoMKaLmsa Nnonb3oBaTesei Ha OCHOBE NOTMHA M Napons.

B opraHusaumm uMeeT MecTo OLLYTUMas TEKYYeCTb Kagpos..

PyKoBoAcCTBOM OpraHusaummu nepes cneunaanctom, oTeedatolmm 3a nHGopmaumoHHyto 6e3onacHoCcTb, NocTas/ieHa 3a4a4a
yAy4LWnMTb obecrnevyeHne KoHOUAEHUNANbHOCTM XPaHALLNXCA B apXMUBe AOKYMEHTOB.

Kakasa 13 mep, AOCTYMHbIX Creunaamncty no MHGopmaLmoHHo 6e30nacHoCTH, NO3BONT eMY BbINOJIHUTL NOCTaBAEHHYHO

3agauy?

2. OpraHu13aums, COTPYAHMKOM KOTOPOM Bbl ABAAETECH, 3aKNH0UMIa KOHTPAKT C rocyAapCcTBEHHOM OpraHn3aumei Ha
pasBepTbiBaHME C HYAA MHDOPMALIMOHHOW CUCTEMbI Ha 06beKTe MHbOPMATM3ALMM 3aKas3unKa.

B COOTBETCTBUM C KOHTPAKTOM pa3sepTbiBaeman MHGOPMaLMOHHAA cMCTeMa A0XHa cocToATb M3 100 aBTOHOMHbIX paboumnx
MeCT no/sib3oBaTenei U yaoBAeTBopPATh TpeboBaHUAM 3aKoHoAaTeNnbCTBa PO B YacT obecneyeHna 3aWwmuTbl MHGOPMaLMK U
NINLLEH3UOHHOM YNCTOTbI MCNO/Ib3YEeMOro NPorpaMmHoro obecnedyeHus. LLITaT opraHnsalmm-3akasumnka Ha 80 % cocTouT us
COTPYAHUKOB KEHCKOro nosna.

KaKkyto onepaunoHHyo cMctemy u,enecoo6pa3Ho MCNOJ1b30BaTb B COCTaBe CO3AaBaeMOl71 MHd)OpMaLI,MOHHOﬁ cmuctemMbl?

3. PaboTas B opraH1saLmu, Bbl BbiNoHAeTe 06A3aHHOCTM COTPYAHMKA, OTBETCTBEHHOIO 3a obecneyeHne MHGOPMALNOHHON
6€e30MacHOCTU. MCTOPUYECKM CNOMKMIOCH, YTO aBTOMATU3NPOBAHHbIE paboune mecTa, Ha KOTOPbIX PaboTatoT COTPYAHWUKM
opraHMsaumm, GyHKLMOHUPYIOT NoA ynpaB/ieHnem onepaumoHHol cuctembl (OC) Mac OS. K Bam obpaTtunacb coTpygHuua
byxrantepum, KOTopas NPOCUT NOMOYb €1 B 3aMyCKe HEKOTOPOW NPOrpamMmbl, KOTOPYHO el 13 roI0BHOro oduca Ha HocuTene
nHbopMauunmM NpUBE3 Kypbep.

Koraa Bbl npuwnun Ha paboyee mecto K 06paTuBLLENCA COTPYAHMLE, OHa CO0bLWMAA, YTO paHee € NOAO06HbIM NPOrPaMMHbIM
obecneyeHnem (MO) He cTanKMBaNacb, HO HEOHXOAMMO CPOYHO MCMOJIb30BATL €r0 AJ/1A reHepPaLyUn U OTNPABKN OTYETHbBIX
[JOKYMEHTOB, B NPOTMBHOM C/lydae OpraHM3aLmio OXNAA0T cepbe3dHble WTpadHble CaHKLUKU. YCTAaHOBEHHOE B CUCTEME
aHTUBMPYCHOE CPEACTBO B NpeAcTaBaeHHbIX haiiax yrposbl He BbIABMIO.

YTO A0NXKeH NpeAnpUHATL CNEeLUaanCT no MHd)OpMaLl,MOHHOﬁ 6e30nacHOCTU B CNOXUBLLENCA CMTyaLI,MM?

4. T-KoMmnaHWA NoAyYMna 3aKkas OT roCy4apCTBEHHOM CTPYKTYPbl Ha co34aHMe MHPOPMALMOHHOW CUCTEMDI,
npegHasHayeHHoM 41a 06paboTKM MHDOPMALMM OrpaHUYEHHOTO PacnpoCTpaHeHMA. B pamKax TEXHMYECKOro 3a4aHus

npegnonaraeTca, 4To CUCTEMaA 6yAET O6pa6aTbIBaTb MHd)OpMaLI,MIO Pa3HOro ypoBHA KOH(I)Mp,eHLl,MaI'IbHOCTM, a No/ib3oBaTenun
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MMEIOT pasHble YPOBHM A0OMNYCKa K MHGOpMauum.

Ha 6a3e Kakoi onepayMoHHOM CUCTEMbI CNeayeT CO34aBaTb TaKyo MHPOPMALMOHHYIO cucTemy?

5. B He60/1bLLION KOMMNaHMM Pa3BepHYTa I0Ka/IbHAA CeTb, BK/toUatoLLan ¢annoBbli cepBep nog yrnpaBaeHnem
onepaunoHHol cuctemsl (OC) cemelictBa Unix 1 20 KomnbtoTepoB. MoMnUMo agMUHUCTpaTopa Ha cepBepe 3aBeAeHbl
y4YeTHble 3anncK Nosib3oBaTesiell, KoTopble 06beauHEHbI B FPyMMbl COFIAaCHO UX NPUHAANEKHOCTU K OPraHn3aLMOHHbIM
eaMHULAM KoMNaHUK (pyKoBOACTBO, ByxranTtepbl, MeHeaKepsbl). Ha cepBepe ecTb AUPEKTOpUs, B KOTOPOK pasmeLatoTcs
dannbl, cogepRalme cTaTUCTUYECKUE OTYETHbIE AaHHble 0 paboTe Kaxaol opraHn3aLMOHHOM eanHULLI OpraHM3aumm (ans
PYKOBOACTBA - CBOW dalin, ans byxrantepos - CBOW, ANA MeHeaKepoB - CBOM). B KoHUe paboyero AHs Nonb3oBaTenu
NOAKNOYAKOTCA K cepBepy Nog CBOMMU YYETHLIMM 3aNUCAMM U BHOCAT OTYETHbIE AaHHble B ¢hain cBoero noapasaeneHus.
Kakune npaBa Ha AOCTYN K yKa3aHHbIM OTYETHbIM dalinam A0/1KeH YCTaHOBUTb aAMUHUCTPATOp 6e€30MacHOCTM OpraHusaumm,
4yTOObI /1060 COTPYAHMK NoApa3ae/ieHNs BUAEN U MOT BHOCUTb U3MEHEHUA B OTYETHbIM $alisl CBOEro noapasaesieHuns, Ho

He BUAEN CoAepPKMMOEe OTYETHbIX PpalioB Apyrux noapasgeneHuin?

6. B KpynHOI KOMNAHWKN pa3BEpPHYTa JIOKA/IbHAA CETb, BKAOYALOLLAA CEPBEPbI NOA YNPaBAeHMEM ONEPALNOHHOM CUCTEMDI
Windows Server 1 2000 komnbloTepoBs. B ceTu passepHyTa cny»ba katanoros Active Directory (AD). NMonb3osBatenu
OpraHunsaunm nmerT AOMeHHble y4eTHble 3alMncn 1 O6'be,D,VIHEHbI B rpynnbl COrNMacHO UX NpUHagneXXHoCTU K
OpraHn3aynoHHbIM egnHULLAM KOMNaHUN. B cooTtBeTCcTBMM C I'IpVIHFITOVI B OpraHunsauunn noauTnKoi besonacHocTu
COTPYAHMKKN OpraHM3aumm 06s3aHbl MEHATb Napo/b OT CBOEM YYETHOM 3aNUCK He peXke 04HOro pasa B mecsl,. B uncne
NpoYMX B AOMEHE eCTb rpynna noab3oBaTenei a4na coTpyaHUKOB CTOPOHHEN OpraHM3aumm, 3aHMMatoLWMXCA NepUogUIYecKUm
obcnyxumBaHnem 6a3bl AaHHbIX 1C. KOHTPaKT Ha 0b6cnymnBaHme 1C Kaxablii rog 3aKknto4aeTcs Cpokom Ha 1 rog. [aHHble
CNeumnanncTbl B TEYEHUM roAa YacTo MEHALOTCA.

Kak B cnoxuBlueica CUTYaLnn A01KEeH NOCTYNUTb aAMUHNCTPATOP 6e30nacHOCTN KOMMNaHUK?

7. UT-KoMNaHMA NoAy4YMaa 3aKas OT roCyAapCTBEHHOM CTPYKTYPbI Ha co3gaHne MHPOPMALMOHHOM cucTeMbl. B pamKkax
TEXHUYECKOro 3aZaHnaA NpeanoiaraeTcs, YTo cuctema AoKHa GYHKUMOHMPOBATL € cobaloaeHnem 3akoHogaTenbcTea PO n
TpeboBaHMi No MHGOPMALMOHHOM Be30NacHOCTH.

Kakyto cuctemy ynpasneHus 6asamum gaHHbix (CYB/) uenecoobpasHo MCNob30BaTh B pamKax NOCTaBNEHHOM 3a4aun?

8. Bbl ucnonHsete 06Aa3aHHOCTH IT-cnewmanncta B HE6ONbLLOM NOFUCTUYECKOM KOMMNAHUKN. B KOMNaHWK pa3BepHyTa
JIOKaNbHAA CeTb, B KOTOPYHO BK/IIOYEHbI KOMMbIOTEPLI NO/Ib30BaTeNen, cepsep 6a3bl AaHHbIX (B[l) nog ynpaBaeHvem cucTembl
ynpasneHua 6azamu gaHHbix (CYB) MySQL v cepsep pesepBHOro KonMpoBaHus. B npouecce paboTbl No/b30BaTeNN CO
CBOMX paboumx mect B 0CHOBHOM paboTatoT ¢ B/l, coxpaHaa B HeN BaxHy0 pabouyto nHpopmaumto. [lenosas nornka pabotbl
KOMMaHWK npegnoaaraeT MMHUMU3aLMIO BpEMEHMU, B TeYeHMe KoToporo b, moxeT bbiTb HeAOCTYMNHa A41a NOJib30BaTeNel.
Pasmep B/l Ha TeKyLMI MOMEHT cocTaBaseT nopagka 3 6. 06bem cB0H604HOIO AMCKOBOTO NPOCTPAHCTBA A8 XPaHEHUSA

pe3epBHbIX KOMWIA Ha cepBepe pe3epBHOro KOMMPoBaHMA cocTasaseT 16 6.
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B KomnaHuUM NpuHATa NATUAHEBHaA paboyasa Hedena: C NoHeAeIbHUKa Mo NATHULY paboune aHU, cybboTa 1 BoCKpeceHbe -
BbIXOAHbIE.

KaKyto cxemy opraHunsaumum pesepsHOro KonmpoBaHUA ONTUMasibHO UCMOJIb30BaTb B YKa3aHHbIX 06cToATeIbcTBaX?

9. Bbl ucnonHsete 06a3aHHOCTM |T-ceunanmncTa KpynHo KOMNaHUKU, UMELLEN MHOXKECTBO TEPPUTOPUA/IBHO YaAANEHHbIX
noapasaeneHunin. B ueHTpaabHOM odurce KOMNAHUKM PACNo/araeTcs BblAe/IEHHOE CepBEPHOE MOMELLEHNE, B KOTOPOM
pa3meLl,eHbl OCHOBHOM M 3aMacHOM cepBepbl CUCTeMbl ynpasBaeHus 6asamm gaHHbix (CYB/), 4ocTynHble yaaneHHbIM
nosib3oBaTensam yepes ceTb MHTepHeT. B Havyane Kaxaoro paboyero AHA Ha NPOTAKEHMM

1-2 yacoB cepBepbl yAaneHHbIX GMANAN0B HAYMHAIOT aKTUBHO NOAKAIOYATLCA K LLEHTPAIbHOMY CEPBEPY AN CUHXPOHM3aLUK
cBoel YacTu obuei 6asbl aHHbIX, YTO NPUBOAUT K 3aMes1eHNI0 06paboTKM 3aNpPoCoB.

Kakoit Hanbonee onTMmanbHbI cnocob peleHns Npobaembl yKasaHHOTO 3amea/ieHna paboTbl?

10. B opraHusaumm GpyHKLMOHUPYET MHGOPMaALMOHHan cuctema, obecneymsatoLLas bGusHec-npoueccol. B cucreme
npucyTcTeyeT 6asa AaHHbIX, PYHKLUMOHMPYIOLLLASA NOA yrnpaBaeHUeM CUCTEMbI yripaBaeHusa 6azamm aaHHbIx (CYBA) Oracle u
cogeprkalan MHGopmaLMIo, KOTopas COCTaBAAET KOMMEPYECKYIO TalHy. PykoBoACTBOM opraHusaumu nepeg, IT-
nogpasaeneHmMem noctaB/ieHa 3aga4ya BHeAPUTb B UHGOPMALMOHHYIO CUCTEMY aHA/IMTUYECKMIA MOAY/Tb C LLE/IbIO reHepaLmm
npeasioXXeHui No onTumm3saummn 6U3HeC-NPOLLECCOB HAa OCHOBE aHa/in3a coaeprKallencs B 6ase gaHHbIX HGopmauuun. Ans
peleHMa NocTaBAeHHOM 3aaaum IT-nogpasaeneHme 3akUNA0 KOHTPAKT CO CTOPOHHUM pa3paboTyMKOM NPOrpaMmMHOro
obecnevyeHus. B uenax otnaaku paspaboTaHHOro NPorpamMmmMmHOro Moayna UCNONHUTENb 3aNPOCUA AOCTYN K 6a3e AaHHbIX
opraHusauuu.

Kak B JjaHHOM cnyyae cnegyet noctynuTb IT-nogpasgeneHumto opraHmsauMM—saKaquKa?

11. Nepep, IT-cneunannctom Hebonbwon KomnaHmm (20 yenoBek) NocTaBaeHa 3a4a4a: obecneynTb y4eT (B 3/1EKTPOHHOM
BMAE) 3apaboTHOM NnaTbl COTPYAHUKOB, @ TAKKe aBTOMATU3MPOBaTb NPOLECC MOATOTOBKU EXKEKBAPTAJIbHBIX U EXKETOLHbBIX
OTYETOB MO AAHHbIM O 3apnaaTe Mo HECKOJIbKUM NpeaonpeseneHHbim popmynam. KomnbroTepbl B KOMAAHUKU paboTatoT nog,
ynpasneHnem OC Windows 10.

Kakyto cuctemy ynpasneHunn 6asamm aaHHbix (CYB/) Hanbonee paumoHanbHo BbibpaTh IT-cneumnanuncty ana pelieHuns

NnocTaBAeHHOM 3a4a4n?

12. KpynHaa KomnaHus ABAsSieTCA onepaTopom MHPOPMaLLMOHHOM CUCTEMBI, B OCHOBE KOTOPOM NEXUT 6asa AaHHbIX Nog,
ynpasaeHuem cucTembl ynpasaeHusa 6asamum gaHHbix (CYBA) Microsoft SQL Server. basa AaHHbIX AOCTYyMNHa N0/b30BaTeNAM
nyTem y4aneHHOro NOAK/IOYEHMA NPOrPAaMMHbIM KIMEHTOM, YCTAHOB/IEHHBIM Ha MX NEPCOHA/IbHbIX KOMMbIOTEPAX.
Monb3oBaTenu xpaHAT B 6a3e CBOM JaHHbIe, B TOM YMC/e NePCOHasbHbIE.

B npouecce pyHKLMOHMPOBAHMA YKAa3aHHOM CMCTEMbI HEKOTOPbIE NO/1b30BaTE /M MPU NEPBUYHON PerncTpaumm

OTKa3bIBAOTCA NPEeAOCTaBUTb KOMMNAHUWN - ONepaTopy CUCTEMbI MPaBO Ha XpaHeHUe n o6pa60TKy CBOUX NepCoHabHbIX
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OAHHbIX.

Kak onepartopy cuctembl LenecoobpasHo NOCTYNMUTb C TAKMMM NOJIb30BaTENAMM?

13. 3awmTa AaHHbIX C UCNONb30BAaHMEM KPUNTOFPadMUYECKNX aArOPUTMOB OT HECAHKLMOHMPOBAHHOIO JOCTYNa Npu UX

XpaHeHWW 1 Nepegaye Mo KaHanam CBA3W Ha3bIBAETCS ...
14. ndppoBaHue obecneunBaeT Takme COCTOAHMA 6e30nacHOCTU MHOPMALMK, KaK ...

15. OcobeHHOCTH peannsaumnmn nam HaCTPOI\;ﬂ(M HEKOTOpPbIX MOoACUCTEM OI'IepaLI,MOHHOﬁ CNCTEMDI, KOTOpPbIE ABNIAKOTCA B TOM
WX UHOM CTEeneHn He6e3OI'IaCHbIMM, HO Ha KOTOpble pa3pa6OTHMKM NN aAMUHNCTPATOPbI CO3HATENIbHO NAYT OANA

obecneyeHns makcMmasibHOM AOCTYNHOCTU CUCTEMDbI ANA NO/1b30BaTeNA, HA3bIBAKOTCA ... ,D,Ed)EKTaMM

16. daiinbl U AMPEKTOPUM AAaHHbIX Ha HOCUTeNe MHPopMaLMK, 6asbl AaHHbIX NOA YNPaBAeHUEM CUCTEMbI YNPaBAEHUA
6a3amu gaHHbIX (CYB/), ceTeBble yCTPOMCTBA, NOPTbI, CYK6ObI M NPOTOKObI, NPWU OCYLLECTBAEHWUM AOCTYNA K HUM, ABAAIOTCA

... Aoctyna

17. YcTaHOBUTE NPaBU/bHYIO NOCNEA0BATENLHOCTL OMNepaLMii NPU OCYLLECTBAEHUMN NPOLERYPbI MAEHTUPUKALUM B

onepaunoHHON cUcTeme:
18. YcTaHOBMTE COOTBETCTBUE MeX Ay MeXaHM3MaMK 3awwmnTbl B OC 1 Ux onucaHnem:

19. YcTaHOBWTE COOTBETCTBUE MEXKAY onepaLuoHHbIMK cuctemamu (OC) 1 KnoueBbiMM 0cobeHHOCTAMM obecrneyeHus

b6esonacHocTy:

20. YcTaHOBWTE XPOHO/IOMMYECKYIO MOCAeA0BaTENbHOCTb BbiNyCcKa KoMnaHuen Apple Bepcuii cBoelt nponpueTapHoOi

onepaLyMoHHOM CUCTEMDI:
21. MponpueTapHan TexHonorna WwudpoBaHMA ANUCKOB, pa3paboTaHHan KomnaHuel Microsoft, HasbiBaeTcs ...

22. AHrauiickas abbpesuatypa ... 0603HaYaeT TEXHOI0TUI0, MO3BOAIOLLYIO OPraHM30BaTb 6€30MacHbIiM 06MeH AaHHbIMM NPK
NOAK/NIOYEHNN Yepes He3aLWMLEHHbIE CETU M NOALEPKMBAEMYIO B HACTOALLEE BPEMA BCEMMU COBPEMEHHbIMM

onepaunoHHbIMMN CUCTEMaMU

23. Mepbl N0 AOCTUMKEHUIO TPebYEeMOro YpoBHSA 3aLLMTbl MHGOPMALMKN B aBTOMATU3MPOBAHHOM cUCTEME OT

HEeCaHKLMOHUPOBAHHOIO A0CTyNna cGOpMy/IMPOBaHbI B ...

24, B 06Lwem cyyae KOMMAEKC MPOrPamMMHO-TEXHUYECKUX CPEACTB M OPraHM3aLMOHHbIX (MPoueaypHbIX) PeLeHnit no

3almTe MHGOPMALLMM OT HECAHKLMOHMpPOBaHHOro goctyna (HCA) peanvsyeTca B paMKax CUCTEMbI 3aLLMTbl MHGOPMALMK OT
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HC/, ycnoBHO cocToALwein U3 Taknx NoACUCTEM, KaK ...

(ykarkuTe 4 BapunaHTa oTBETA)

25. CornacHo 3akoHogaTtenbcTsy PO, ... - 3TO nonyyeHue 3almaemon MHGopMaL MM 3aMHTEPECOBAHHbIMKN CYObEKTAMM C
HapyLleHMeM YCTaHOBEHHbIX HOPMATUBHbLIMW M MPaBOBbIMM AOKYMEHTaMM (aKTamKn) unm obnagatenamm nHpopmaumm

npaB UM NPABUA PasrpaHNUYeHusa AOCTyna K 3awmiiaemoi nHpopmaumnm

26. B onepaumMoHHbIx cuctemax cemelrictea Windows Server ans ueHTpaIM30BaHHOTO yNpaB/ieHUA No/b30BaTeIbCKUMM
YYETHbIMW 3aNUCAMM, FPynnamu, NpaBammn AOCTYNa K pecypcam 1 CepBUCaM CETH, a TaKKe HaCTPOMKamM NOAUTHK
6e30MnacHOCTM Ncnob3yeTca pa3paboTaHHasa KomnaHuei Microsoft cnykba KaTtanoros, KoTopasa 0603HaYaeTCcA aHIUIACKOM

abbpesunaTtypoi ...

27. YnpaBnieHve A0CTYNoM cybbeKToB K 06 beKTam Ha OCHOBE CMUCKOB ynpasaeHusa goctynom (ACL) mam matpuubl Aoctyna

Ha3blBaeTcs ... ynpasaeHnem goctynom (DAC)

28. YcTaHOBWTE COOTBETCTBME MEXKAY NPOrpammMHbIM obecneyeHrem 1 peanmsyemoit TexHonornein obecneyeHuns

besonacHocTy:

29. OnepaLmoHHOI cnuctemomn, obnagatoLLelt 4ONONHUTENBHBIMWU BCTPOEHHbIMM Mepammn obecrneveHms 3aLmTbl OT

HecaHKUMoHUpoBaHHoro goctyna (HCA), B HacToslee Bpema ABASETCA ... (YKaXKuTe 2 BapMaHTa oTBeTa)

30. YcTaHOBWTE NPaBU/IbHYHO NOCAEL0BaTENbHOCTb 3TANOB KOHTPO/IA AOCTYNa N0/b30BaTENA MPU BXOAE B ONEPaLLMOHHYI0

cuctemy cemeictea Unix:

31. YcTaHOBUTE COOTBETCTBME mexay cxemamm agMmUMHUCTPUPOBaHNA N NX ONUCaHUNEM!

32. YcTaHOBWTE NPaBU/IbHYIO NOCAEA0BaTENbHOCTL 3TaMNoB NoayYyeHna kKaneHtom (C1) goctyna K cepeepy (C2) B

COOTBETCTBUU C MPOTOKOJ/IOM Kerberos:

33. B cooTBeTcTBMM co cTaHaapTom FOCT 33707-2016, cucTema ynpasneHusa 6azamu gaHHbIX (CYB/) — 3TO COBOKYMNHOCTD ...

34. ... 63Kan - 310 TMN pe3epBHOro KonNnposaHMA, NP KOTOPOM B Ka)Kp,blﬁ MOMEHT BpeMeHU CyLLeCTBYET aKTya/ibHaA NOJ/IHAA

KOMuA pe3epBMpyemblX AaHHbIX (yKaxuTe 2 BapvMaHTa oTBeTa)

35. Yacto ncnoab3dyeman KpynHbiMmn Kopnopaunamm O6BEKTHO-peI'IFILI,MOHHa’iI CnucTtema ynpassieHu1A 6asamu AaHHDbIX,

CO34aHHaA OAHOMMGHHOﬁ KOMMNaHWewn ey 06na,u,aeT TAaKUMU AOCTOUHCTBAMMU, KaK 6bICTpaF| YCTaHOBKa n HaCTDOI‘/‘IKa, LINpPOKne

BO3MOXHOCTU pacCllnpeHna d)yHKLI,VIOHaI'Ia, NPaKTUYHOCTb U HaAEXHOCTb
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36. A66peBnatypa ... 0603Ha4YaeT 04HO U3 annapaTHbIX CPEeACTB 3alnTbl 6a3 AaHHbIX, KOTOPOE He MNO3BOJIAET 3arpy3uTb

CMCTEMY Mo, ynpaBaeHUem anbTePHATUBHOM ONEPALMOHHOM CUCTEMBI AN1A AOCTYNA K AaHHbIM B 06X04 MexaHM3MOB 3aLLMTbI

37. YnopaaoubTe TEXHOIOMKN Pe3epPBHOro KOMMPOBAHUA N BOCCTAHOB/IEHUA AaHHbIX B 3aBUCMMOCTM OT 06bema ANCKOBOro

NpocTpaHCTBa, Tpebyemoro Ana ux peanmsaumm (0T HaumeHbLero K Hanbosbwemy obbemy):
38. YcTaHOBUTE COOTBETCTBME MEXAY TUMNamMU MeponpuATUIA No 3alumTe 6a3 gaHHbIX (B) n nx onncaHnamm:

39. YcTaHOBWTE COOTBETCTBME MEXKAY OCHOBHbIMU TUNAMM Yrpo3, XapaKTepHbIX A1 6a3 gaHHbIx (BA), u npumepamm nx

peannsalmn:

40. Pacnonoxute cpeacTBa pe3epBHOro KONMPoBaHMA U BOCCTAaHOB/IEHUA AdHHbIX B NOpAAKE YMeHbLUEHNUA UX

TEXHONOrMYecKomn HageXHOCTU (OT bonee HageXHbIX K MeHee Ha,ﬂ,e)-KHbIM)I
41. HEBepHO, YTO K BHELUHWM MO OTHOLWIEHMIO K Haze AaHHbIX NPOrpaMmMHbIM CpeacTBam 3aliUTbl OTHOCATCA ...

42. Pe3epBHan KONua, KOTOpas BKAOYAET B cebs To/bKo Te paliibl, KOTOPbIe bl M3MEHEHBI C MOMEHTA NpeablayLLero

WHKPEMEHTA/IbHOTO UM NOJIHOTO PE3EPBHOrO KOMMUPOBAHMUA, — 3TO ... pe3epBHasA KONusA
43. 3awmTa focTyna K 6ase AaHHbIX - 37O ...
44. HeBepHO, YTO CPEACTBOM 3aLLMUTbI CUCTEMbI YNpaB/eHUsa 6asamu gaHHbIx (CYBA) MySQL senseTca ...

45, ... MacKMpoBaHuWe — 3TO onepauus, KOTopas 3aKkNo4aeTCs B 3aMeHe KoOHMAeHLManbHOM MHbOPMaLLMKM B OTBETE

NPUNOXKEHNA NN 6a3bl AaHHbIX Ha 3anpocC No/1ib30BaTeNA 6e3 n3smeHeHun npn sTom VIHd)OpMaLI,VIM Ha HOcUTene AaHHbIX

46. Cuctemsbl ynpasneHus 6azamm gaHHbix MS Access, Oracle, MS SQL Server u MySQL Mcnonb3yloT ... MOAe b AaHHbIX,

OCHOBAHHYIO Ha Ta6nv|u,ax M OTHOLWEHUAX meXay HUMU

47. Ponb ... B cucTeme ynpaeneHus 6asamm gaHHbix Microsoft SQL Server — 370 06beKT 6a3bl 4aHHbIX (TAKOM e, KaK U
06bluHanA Posib 6a3bl AaHHbIX), KOTOPbI NO3BOAAET C NOMOLLLIO ayTEHTUOUKALMM Yepes Naposib MEHATb KOHTEKCT

b6e3onacHocTK B ba3e AaHHbIX

48. YcTaHOBUTE COOTBETCTBME mexay cMcTemon ynpasaeHunAa 6asamu AaHHbIX U O,CI,HOﬁ N3 ee XapaKTePHbIX KNo4YeBbIX

ocobeHHocTen:
49. HeBepHO, YTO CPEACTBOM 3aLLUUTbLI CUCTEMbI YNpaB/ieHusa 6asamu aaHHbIX Oracle AsnseTca ...

50. YcTtaHoBuTe NPaBUIbHYKO NOCNEA0BATE/NIbHOCTb 3TANOB AO0CTYNa NO0/1b30BAaTENIA K COAEPKUMOMY 6a3bl AaHHbIX!
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51. YcTaHOBUTE COOTBETCTBME MEXKAY OCHOBHbIMW CPeACcTBaMM NOAAEPHKKN LLe/IOCTHOCTU AaHHbIX B 6a3e gaHHbIX (B4) u nx

OMNMUCaHNAMMU:

52. YnopagoubTe cMCTEMbI YNpaBaeHMsa 6azamm faHHbIX NO HAapaCcTaHWMIO MacluiTaba MHGOPMALMOHHON CUCTEMbI, AN

MCnosib30BaHUA B KOTOpOl\/‘i OHU Hanbonee NPUrogHbl:

53. .. MaCKMpPOBaHUE — 3TO onepauna, KOTopaa 3aK/1K04aeTCA B TOM, YTO Npu CO34aHNN KONMUK 6a3bl AaHHbIX
KOH(I)VIAEHLI,VIaIIbHaH VIHd)OpMaLI,VIFI Aana 3anTtbl OT HECAHKUMNOHUPOBAHHOIO A0CTYyNa 3aMeHAETCA B COOTBETCTBUN C

HacTpaMBaeMbIMM NpPaBUIaMM
54. B uMcie OCHOBHbIX CBOMCTB TPaH3aKUMK — ... (YKaxkuTe 4 BapmaHTa oTBeTa)

55. CBOMCTBO 6a3bl AaHHbIX, 03HAYalOLLEE COOTBETCTBME COAepIKaLLenca B Hell MHGOPMALLIMM BHYTPEHHEW NI0TUKe, CTPYKTYpe

1N BCEM ABHO 3a4aHHbIM NMpaBu/1am, Ha3blBae€TCA ... aHHbIX 6a3bl AaHHbIX

56. ... - 3TO COBCTBEHHbIN ANANEKT A3blKa 3anpocos SQL, KOTOpbIN NCNOAb3YeT cMCTEMA YNpaBaeHMA 6a3zamm JaHHbIX
Microsoft SQL Server ana BbINOJHEHWA 3aNPOCOB U yNpPaBAEHUA SAHHbIMM, BKAOYAA pacliMpeHHble pyHKLMKM ans paboTbl €

npoueaypamu 1 Tpurrepamm

57. Moaaep:Kka npoueaypHoro pacwmpeHna asbika SQL, HasbiBaemoro Procedural Language/SQL (PL/SQL) u
npesHa3Ha4YeHHOro AN CO34aHNA XPaHMMBbIX NpoLeayp, TPUITEPOB U APYTMX NPOTPAMMHbIX KOMMOHEHTOB, ABAAETCA OAHOM

13 KAt0YEeBbIX 0COBEHHOCTEN cUcTeMbI ynpaBaeHna 6asamm AaHHbIX, CO34aHHOM O4HOMMEHHOW KOMMAHUEN ...
58. HeBepHO, 4TO K CpeacTBaM 3aLMTbl CUCTEMbI YNpaBaeHusa 6asamu gaHHbIX Microsoft Access oTHOCUTCA ...
59. HeBepHO, 4TO CPeACTBOM 3allMTbl CUCTEMbI yNpaBaeHna 6asammn aaHHbIX MS SQL Server asnsercs ...

60. Pacnonoxute cmctembl ynpasaeHunAa 6asamu AaHHbIX B nopAAKe yBennyeHnA yHnBepCasibHOCTU NPpUMEHEHNA U rmbroctu

HACTPOMKM:

61. HeBepHO, 4TO K OCHOBHbIM METOAAM 3aLUTbl AOCTYNa K 6a3am JaHHbIX OTHOCAT ...

62. YCTaHOBUTE COOTBETCTBME MEXKAY OCHOBHbLIMM LLENSIMM 3aLMTbl AOCTYNa K 6ase AaHHbIX U UX cCoAepKaHneM:
63. B cooTBeTcTBUMM co cTaHaapTom FOCT 33707-2016, 6a3a gaHHbIX (BA) — 370 ...

64. ... — 3TO penAuMOoHHanA cucTema ynpasaeHus 6asamu gaHHbIX (CYB/) ¢ OTKpbITbIM MCXOAHBIM KOoAoOM, becnnaTHas,
6bicTpas, rmbKan, nogxoadAwas Ans TabauL, pasHbIX TUMNOB, YAaCTO UCNONb3yeMas YaCTHbIMU INLAMM U OpraHM3auMamMm ann

HeboNbLWNX U CpegHnX NpoOeKTOB
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65. [lononHutenbHbIM 3 dEKTUBHBIM CpeaCcTBOM 3awwmTbl 623 AaHHbIX, 0becneumBatomm GUAbTPaALLMIO 3aNpOCoB,
ayTeHTUPUKaLMIO M aBTOPM3aLMIO, NOTMPOBAHME U MOHUTOPUHT, WKdpoBaHue TpadurKa, HaNnaHCUPOBKY HarpysKku u

Ka3WnpoBaHUNE AaHHbIX, MOXET CNYXUTb ...

66. AHrnuiickas abbpesnatypa ... 0603HaYaeT cneLmanm3npoBaHHble YCTPOMCTBA, NpegHa3HavyeHHble an1a 6e3onacHoro

XpaHeHWA Kpuntorpadpuueckunx Katoden, cepTMGMKaToB, Naposien, a TakxKe 41a BbINONHEHMSA KpUnTorpaduueckmx onepaunii

67. Pacnonoxmte TexHON0MMn pe3epBHOro KONMpoBaHMA N BOCCTAaHOBNIEHNA OAHHbLIX B NOpAAKe OT HaMMeHbLUEen K

Hanbonblien CKOPOCTHN BOCCTAHOB/1IEHUNA AdHHbIX N3 pe3epBH0171 Konuwu:

68. 3awmnTa 6a3 AaHHbIX BK/TIOYAET B cebn pPa3/zinyHble TUNbl NN KaTETOPUN 3aLLUTHBLIX MepOI'IpMFITVIl\;L TaKune Kak ... (yKa)-KMTe

3 BapuaHTa oTBeTa)

69. HEBepHO, YTO K NpOrpaMmMmHbIM CpeacTBamM 3alinTbI 6as AaHHbIX OTHOCATCA ...

70. YcTaHOBWTE COOTBETCTBME MEXKAY YPOBHAMM MEXAHM3MOB 3aLmTbl 633 AaHHbIX M UCNONb3YEMbIMU Ha 3TUX YPOBHSAX

MeTo4aMM 3aLlUTbl:

71. Npoayktbl AIDA64 Extreme, Site24x7 n AppDynamics, ucnonb3yemble B Ka4ecTBe NPOrpamMmmMHbIX CPeACTB 3awuTbl 6a3

[AaHHbIX, OTHOCATCA K CpeacTBam ...

72. Pe3epBHas Konusa, BK/OYaloLwasn B ceba TobKo $alinbl, KOTOpble M3MEHWINUCH C MOMEHTa NOCAeAHEro NoAHOro

pe3epBHOro KONUMPOBaHMA, — 3TO ... pe3epBHaA Konua

73. B cOOTBETCTBMM C 3aKOHOA4ATE/ILCTBOM PO YCTaHOB/IEHO ... KN1ACCOB 3aWNLWEHHOCTN aBTOMATU3NPOBAHHbBIX CUCTEM OT

HEeCaHKLMOHNPOBAHHOrO A0CTYNa K XpaHsawweica u obpabatbiBaemoii B HUX MHPOpMaLUm

74. K npeMmyL,ecTBam LLEHTPANN30BaHHOM CXeMbl aAMUHUCTPUPOBAHMA MOXKHO OTHECTHU ... (YKaXKuTe 4 BapvaHTa oTBeTa)

75. KOHTpOAb AOCTYNa NoAb30BaTeNA NPU BXOAE B CUCTEMY, pasrpaHMYeHme Npas A40CTyna K 06beKTam Ha OcHoBe
ANCKPEUMOHHON MOAEeNN AOCTYNa U XKYPHANMPOBaHMe (perncTpaumsa cobbiTUiA) - BCe 3TO OCHOBHbIE MEXaHU3Mbl, Ha KOTOPbIX

6a3VIpy8TCF| 3alunTa OI'IepaLl,MOHHOﬁ CUCTEMbI CEMENCTBA ...

76. Ob6s3aTeNbHbIM TpeGOBaHMEM ANnAa aBTOMaTU3NPOBAHHbLIX CUCTEM K1aCCa 3alnNLEeHHOCTU OT HECAHKLLMOHNPOBAHHOIO

poctyna 1B sBnseTca noaaeprKKa ... MeXaHM3Ma ypaB/ieHns 4OCTYyNoMm K pecypcam

77. CeTeBOW NPOTOKO/ ayTEHTUPMKALMK, KOTOPLIM NPeanaraeT MexaHn3M B3aMMHOM ayTeHTUGUKALMKN KNMEHTa U cepBepa

nepen ycraHoB/1€HMEM CBA3U MeXa4y HUMU, - 3TO ...

https://sinergy.com/konsultacziya/ https://sinerqy.com/konsultacziya/ https://sinerqy.com/konsultacziya/ https://sinergy.com/konsultacziya/
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78. B cooTBETCTBMM C 3aKOHOAaTeNbCTBOM P® npu obecnedyeHnn 3awwmtbl MHPOPMaL MK, XxpaHaLlelica n obpabaTtbiBaemoit B
aBTOMATM3MPOBAHHbIX CUCTEMAX, OT HECAHKLIMOHWMPOBAHHOIO A0CTyna TpeboBaHMe No yyeTy HocuTenen nHbopmauum

npegbvABnAeTcA K aBTOMaTU3NPOBAHHbIM CUCTEMAM ...

79.B PaMKax peannsaunn pasrpaHn4eHnAa npas 40CTyna K 0b6BbEeKTamM Ha OCHOBe AMCKpELI,MOHHOVI moaenun goctyna B

onepaunoHHbIX CUCTemax cemelictBa Unix ncnonb3yeTca nogxon, npn KOTOPOMm ...

80. YcTaHOBUTE NpaBU/IbHYIO NOCNEA0BaTE/IbHOCTb K/A3aCcCOB 3aLWMLLEHHOCTU aBTOMATU3MPOBAHHOMN CUCTEMBI OT
HEeCaHKLMOHMPOBAHHOIO A0CTYNa K XpaHsALeica u obpabaTtbiBaemoli B Heit MHGOPMALLMM, B NOPALKE OT MEHbLUETO K

60/1bleMY KONIMYECTBY NpeabaBAsemMbIX K Hell TpeboBaHMWIA:

81. HEBepHO, YTO K YNUCNTY MEXAHNU3MOB obecneyeHus 6630I'IaCHOCTM, pPean30BaHHbLIX B ONeEPaALUMOHHbBIX CUCTEMAX Windows

Server, oTHOCUTCA noaaepixka ...

82. YcTaHOBMTE COOTBETCTBME MEXAY NPOrpaMmMHbIM obecrniedeHnem 1 peanmsyemon TeXHOIornen obecnedyeHms

be3onacHocTy:

83. [poTOKOAMPOBaHUE OMepaLnii C AaHHbIMM B CrieLManbHbIe }KypHasbl U UX Nepuoamnyeckan NpoBepKa 411 BblABAEHMUSA

ﬂO,CI,OBpVITEﬂbHOVI dKTUBHOCTUN — 3TO ...

84. MNporpammHoe obecneyeHne, KOTopoe ynpaBaseT paboTon yCTPOICTBA, HA KOTOPOM OHO BbINOIHAETCA, NPeAOCTaBAsEeT

WHTepdencobl ANA B3aMMOAENCTBUA C HUM M pacnpenenseT Pecypcbl MexKay NpUaoKeHUamu, - 3To ...

85. [ledeKTbl, KOTOpble ABNAIOTCA Pe3y/IbTaTOM OWNBOK B MPOrPaMMHOM KOAEe UAN HeAOCTaTOYHOW NPOAYMaHHOCTU JI0TUKM
paboTbl NporpaMmsl, AONYLEHHOM pa3paboTynKkamm, NM60O BO3HUKAM B pe3ybTaTe HENPaBUAbHOW KOHGUIYpaLLMK CUCTEMDI,

ILI,OI'IyLLl,eHHOl\/ﬁ CNCTEMHbIM aJMUHUCTPATOPOM NN aAMUHUCTPATOPOM 6e3OI'IaCHOCTM, Ha3bIBaAKOTCA ... Aeq)eKTaMM

86. MpunoxeHuna, BbINONHAKOLWME ONpeaesieHHble 334341 B MHTepecax No/ib30BaTeNAa, MMeoLWero K HUM ocTyn, u

CNCTEeMHbIE CﬂY)K6bI, npeaocrtasaiAoWmMe yCnyrm sTumM nosib3oBaTeNAM, ABAAKOTCA ... 4OCTyNa

87. YcTtaHoBUTE NpPaBUIbHYIO NOCNEeA0BATE/NIbHOCTb NPUMEHEHNA MEeXaHNU3MOB 3alnTbl NP BXOAe NOJib30BaTENA B

onepaunoHHYO CUCTemy:
88. HeBepHo, YTO COCTAaBHOM YacTbto npouecca VIAEHTVId)MKaLI,VIVI B OﬂepaLLMOHHOVI cncreme ABnAeTca ...
89. HeBepHo, YTO COCTAaBHOM YacTbto KOHTPOA AO0CTyNa K AaHHbIM ABANAETCA ...

90. YcTaHOBUTE COOTBETCTBUE mexay onepautmoHHbIMKU CUCTEMaMMU (OC) N KNtoYeBbIMU 0COBEHHOCTAMM obecneyeHus

b6e3onacHocTy:
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91. Mpumepom npeaHamepeHHoro aedeKkta obecrnedeHns 6e30NacHOCTU OMepPaLMOHHON CUCTEMbI AAB/IAETCA, B YaCTHOCTH,

...(yKaxuTe 4 BapuaHTa oTBeETa)

92. CocTosiHME 3aLUMLLEHHOCTU MHPOPMALIMK, NPU KOTOPOM obecrneunBatoTcsa ee KOHOUAEHLUMANBHOCTb, LLEJIOCTHOCTb U

AOCTYNHOCTb, HA3bIBAETCA ... MH(I)OpMaLI,MVI
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